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(54) TCP/IP NETWORK SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To improve security without revising a DHCP(dynamic 
host configuration protocol) and the hardware and the software of a terminal in a 
TCP/IP network system using a DHCP server. 

SOLUTION: The TCP/IP network system 10 is provided with hubs 12, 13 with a ru 
plurality of ports to which a terminal 16 is connected, a router 20 connected to the \ 
hubs 12, 13 and an external network 15, and a server 21 that is connected to the /*- 1 

router 20 to serve various services to the terminal 16. The server 21 is provided with a 
DHCP server 23, the hubs 12, 13 are switching hubs that can section the network f ^\ 

logically or physically, and each information wall socket 1 1 is set so as to belong to the 
sectioned network by the information wall socket 1 1 and the router 20. 
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(54) [g&m<D&m TCP/IP^h7-^^fA 



(57) 

[f&H] DHCP*— ^£JE ^TCP/IP* y h ? — ^ 

■tap- a. !;^£ft_t£-fr3 0 

**w©TCP/iP*y h?— ^^.mo 
tt, .**«l6^»«*ixS»»05K- HfcAiS^l 
2, 13ir . R^:/12, 132St^«*y M7 — ^15«C»« 
£ft5/u-*20£, K/u— ^20(c»*$iL, «S*«tl6i- 
#«*— ^*Sr««+-5*-/<2l£**;iS 0 *— '<21 
fi, DHCP*— '*234rA;iTi8 0 , 8ttK'^12* 131*. * 

^ Ml i: ^—^20*»^4 SK»ft*ttfc:*!y hr7-^<i 
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^(c»iKSixfcia*«^, IK i prKi/^fioioiH 

<9 ^T5DHC Plf— ^^T*^ , 10 
ttSR'^ft, VLANfI*S«, 

fax tti&iw ic k# fk-c # 5 * >r y ^ > ^ :/-?*> 9 , 

fritz* y hl7 — ^^BfJRi-SJ: 5*-KS*ttTV^5^y 
<7)BfiEK: J: 9 IE "I £ fritz I P7 Ku*&*P*-5**aw» 

#<BBBEIcJ: SBWSixfc: I PTK^t, BE I P7K 
^^*#-r5**«35SJSl*Stt/t:3K— h COMA C T Ku 

tCfEttO^y h r 7-^ ->*7^ G 30 

[»*«4] DHC Pt-^f,Jj|*«|:«9 St 
h5IP7Kl/^tt, *yh!7-^^fiK±t^t 
i^7^f^MP7KU^tfc^ /u— *fi, R:/ 

NATM^wt^), p^i Tjmm&mscottinfr^ 

[fit*®5] DHCPt-^li, jB*i^e>IP7K 
^^»at^B#Sil5i, S#LW«*«tf)MAC 

r Ku^tcfpittTig^^ I PT Ku**i£ttrt-3 J: 5 (c 40 

6 sup? / > -f t , mmcomH^R wu- * znz 

[0 0 0 1 ] 

[^l<7>JRt-£Sffi#lF] TCP/IP (Tr 

ansraission Control Protcol / Internet Protocol) 7° 50 



CP/ I P^yh!7-^J £«1-£ 0 ) l-BBi"6 fccot? 
fc6 0 -&$£Wte, DHCPt-^fcfflPfc 

[0 0 0 2] 

fctS^^Vir^ F^^^LAN (Local Area Netwo 
rk) \zmmX'Z, KLAN^^-*yh*©fr« 

Z>z\kfrb, -7^y«ffll:ILf:TCP/I P 
h3^5(£^$tlTV^5o TCP/IP**yM7- 

T\ IV— Kj Wt?)o ) fctt* WFOMTh 4 
u^ffc^I P7K^^W^iitfc^ > if#i£i£<5 
BBia*. ^{f5cCO I PT V\y^h^.%<D I P7K^* 

[0 0 0 3] ^oT, WieLANtC»ittSn*4iS*«^ 
t I P7 Kl/^^£t6^fc5o Lfrlstetfb, 

P7K^^StM^fcD, »5SS*«<7)^: 

ir^, I PT Ku^SMRcoSHkirftSo *rt, rco 

J:5ft*y h !7 — ^ V^fAtlt DHCP (Dynamic H 
ost Configuration Protcol) F^^^ljffllt, 
LANtd»ttSJxfc«*««C»L, MS* I PTKU* 
Srg»«IicSiJ<9 St« <t 9ic/ioti^ 0 
[0 00 4] 11 0(i, HUfciL AN(90)(5O«H^7p:LT 
h (11)^^(91) ldSJgi$tt, 
^(91)f4^-^(92)JC»IKS*L % /u-^(92)ti, ^IfB^ 
5/ h?-^ (15)tcS^jK$ix6 0 ^^c, ^y(91)(c«, tf 
^^>ir> h(U)tc^$n^^>fc: 0 ^-^^(7)^*1S 

ic#«*-^*«tt^s#a*-/<(93)*s»*t*n 

6 0 /<(93)(£iL Wk<0\ PTKU^SrffltBL, ^> 
y M7-^±tc»«$ixfciH*flli^ »IP7Ki/^ 
C0lo^#j«9 ST^>DHCP^-^<(94)^^tl-5o # 

SrflMR=i>-fe^h(ll)lc»ttLT, IP7K^W#JS 
TK*Sr*2y h^-^KcSa^ DHCPt-^(94) 
tcJ:oTfiJ9iiT Pjilt I PT K^«*«l:Sf)ii 
6o 3L— J Sftt, »I P7KU^^ffl^t, LAN(90)± 

(n&m^s M7-^(i5)<o!Mi*fijfll-c#*. 

[0 0 0 5] 

[*W^»ftLJ: 5 fc+S»H] r<oJ:5tw, TCP/ 
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I P*y h7-fCDm&, t@3^tetf) I PT KU^m 
Zk&-e%til£, Si^^«««r»2-e#-5 0 DM 

yy-z ±<o\&<»mm\^ mi pt Ku*«r3«*rft 

"CfcSo Hot, DHCP^p h^/^flJfflLfcTCP 

it Lijjt IT < 6 ^ I tSKltfc6 0 

[0 0 0 6] iiu*£>J; ^#5t#MgWAFsW 10 

WSa^^hSrSpJfflLWsa^Jctt, HD#, fi/iv fir 

^^>f-iJi ; ll"C^^r ^It Lv\> Ld^Lft^fe, DHCP 
[0 0 0 7] 

I^P^COg^] #«f±, DHCPt-^l^fcTCP 
X I h^ — ^ v^^-M^l^T, DHCP7°n h 

-5 c 30 

[0 0 0 8] 

T C P / I P T'n h Lfc^ 7 

— '<£&:R;fC*5 0* /<Ji, P7Kl/^4: 
KttU ^7F!?-^:||^f:»ll:, HIU PT 
K^^O 1 o?r$ij 19 5DHC Pf w^^iT^ 40 
9, HM&'^I*. VLANflHf, *5>M7*-**r 

mmmn m&m& k iziHt -et -c & 

[0 0 0 9] If— '«l±, *y h!7-*fflffl*<0» 

-✓<<0BBEKJ: 0B"5TS;h-fc I PTKu^^t^K 
r7 _ ^ (ci^ft-t 5 J; 5 KK£ S ft * r «: 4S» i: so 



[0 0 10] 

WasffJ^lciz^bSftfc** hy-^ £&5<fc 

[0 0 11] £/c. gK£«;fcttta>?). R**«l35S0fH'r 

So ffiot, A— ^#5, Bffif- ^©BttEKiJ: BBfT3 
ftfc 1 PT Ku^*Wr5***A^iSft*nS^s/ 

[0012] 

mw-fZo mi it, *^^»»«-efc5TCP/i 

h (11) BliMa^^ h(ll)*s««*ix« 
**k^»R^^(l2) (12) , »«H^^(12) (12)*s«« 

«*3/ hy-^ (l5)^»«eSix5JK-g"9— ^(14) 
S 0 

[0 0 13] ^(14)(L +ffc>'^(13)*5J:^ 

Ift©lP7K^SrEttU tS*= h(il)icS 
8fc^*tfc»*«(l6){c:, Kl P7K^^lo*« 
«9HirSDHCP -9-— (23) <b . 5pJffl#©BliE*fTft 3 
BtEt- ^(24)£, #ff«^>irv h(ll)tc^ttS«g* 

/<(25)*s«*ix5c 

[0 0 14] tu^GOJ: 5^, 'lt$g^^ir> h(il){cgffc 
lcJK«3?tLfe**«(16)3ftS, DHCPt-A(23)[:i P 
T K ©« S T SrH* L DHCP (23) 

fi, #Jf9 ar^^toia* I PTK^tARP^n- 

^*tt<0» 1 *«(16)JiiJ:5«a*ix*^tti s «>-&o « 
oT, DHCPt- ^(23)1^, K*Lfe«*l«(16)^ 

[0015] BEU— /<(24)*cJ;SBIE*j5fe^tt. — 
a^O*ft34SffaEi-So ***»«-C«:. SS** (16)^ 



5 

I PT Ku^«r*#Lfc«lcBBE^-/bSrfiftLr, * 

eb^7 V^f&jt-LX* CG I (Common Gateway Interfac 
e)SriB»*-«:-CBIiESrfTfe5-i:^H^Lv^ B 
BE*— '<(24)tctt, Wffl#^r^-t~5fc^(D I 

D^- K&^LNV^y — K*«1E1S* ttTV^o L**Lft 
E£ I D = — K*5<fctf'>*r7- K^*»*y h 17 
— * (15)C0^51h- ^{CBati^tLTU^^lCii, BIE 
*— ^(24)14, N I S (Network Information Service) 
^iJffllT I D=i- K*3<fct>v$*I7~ KSrfla^i-S <fc 9 
KR£S;h/0\h,tf* I D^ — K&Jzt/V^y — 
6t5Mtt4^c fgfEU-— ^(24)14, RufELlD 

IC, ^(21), h?-^ (1 5) & ^ 

SS*ttl(l6)(0 5*>, ^<D«H*^©T*ir;**Basa» 

[0 0 1 6] /u~ *(20)f2, BfiE*— ^(24)1^ J: 9BBE 
S*t^**«(l6)«c:«l9STfetifc I PT Ku^Srft 

-5tij«^*iiia$^r5 1 p^^* y ^ymm&m-r 

& 0 **S6JKlBT?tt, DHC P*— ^^(23)iw«t t) 

*«J9 mxbftZ I PT Ki/^lt KO^yM?- 
xA(lO)_hT*CD^W0J^^^-r-<— h I PT K^T'ife 
9 , /V— ^(20)13, KT^-f h I P T KU*£, ^ 

j£ £ -fr#2&S S^-T 6 NAT (Network AddressTranslat 
ion)«g64r*LT^<5. ^-ffi^flgo^-* (20) 

11, *B*«06)^«I9 mxbtitc I PTH>^^ BW 
(16)^MAC7K^i ^^it^r I fit© ITio 19 . 

60 ft**, (23) (24) (25)**, ^fcDGO*— /<"C 

IP7y;^yy^^NATl^tt^ 
(20) fc^Sacot^^ffi^^nSo 

[0 0 1 7] **/^:/(13)tt, /V— * (20)^g«u$tlS 
±8(EsK- h (30) t , §j5P^^^(12) (12) jWKttSJl** 
SCOT**- h (31) Sr^xTiS 9 , ffl$n^:/(12) (12) 

12, **^(13)**SWaFtt-5±8lc^-- h(32)t««3 
>"t?> h(ll)^^^^n^^#:OT^/-K- h(33)£JI 

2)**^fc»H«5tfcttSCli:*sffl*Lv\ 

14, t ^ 1 ^^^(13)^oJ:0 ^ ^P^^y(12)^C[4 > VLANf 

iK£*L£Tflft^- h(33)lc#Lr, V LAN^Vu-^ 
h(32)f^^LT, ^aE $ ilfc V L A N ^>-/(7)^T 
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'^(12) (-TMx^^ix/c V L A N ?)V—~f<n4zX £rtx*i 

^-^(20)Jc:«tt*ixs±«*- K30) 

[C^LT, ^TCQ^^^yClZjECTK^^tLTtV LAN 
^^y(13)^J:tK^Pg^^(12)(c^ni^tL^^^ ^> 

LT(4, IEEE802.1Q, MultiVLAN, £ /tfiCiscott^tl* 

10 {cjcsiscPtcWLTt^-f yT-yp'^&mf btl&o 
[0018] *Rlt»«-0li, »P«i^:/(i2)rt:, «S5tc«l 
(16)*sfi?«3 >ir V b (11) £^ LT«j*3nfcTflt#- 
h(33)<?)MACT Kl^^i:, !M*i(16)^LtDH 
C P-^— y<(23)^b#J«9 ^T^tl7t I P T KU-^irOffl 
-&**ria«L-Ci3t, «*«(16)^P?at-{S$*tS««^ 
^ry hO*tc**tLS*«7c I PT K^i:, 
h**«i-ST*aK— K33)<5DMACT K^t^fi^ 

**^:/(l3)— o^ff ^plih-r^MAC^^-yu^ y 
20 Ii^Lti>6 0 

[0 0 19] ±|E«*<^^s/ h V — 2 v-^v-^(10)tC*3 

»tstt^-^(i4)o»^*H 3 ~m 7 «c»o-c»wi- 

6c S»*«(i6)d^DHC PK#*Sttfiofc»frU: 
tt, (D3i^^-rj: 5t-, ^(20)14, iDHCPft 
^DHCPt^(23)Mtoll (^^y^SlO) , DH 
C Pif— /<(23)A^fe I PT Ku^&SttBlS (^7"^^ 
S 11) o ^Lt, s^I PT K^*DHCPf#Ofeo 
fciH*«(16)«>MACr Kl/^i^LT {^^yys 
12). DHCPl*Cif5M^7tSc 
30 [0 0 2 0] *5|c«(16)^BiEy— /U«rfi»LT, MS* 
«(l6)3&^BKK*SrS*t»ofc»-&{cH > E]4ic^-r 
J: 9 t^> ^-^(20) (4, ttBffi»**BBEH— ^(24)tc 
fei^L (^^^/^S20) . BBEI^— ^<(24)(Cj:SBIiE^ 
ftt£t>tiZ> yzf S21) 0 KBK©*#W4*ftf: 
ov^Tfiajfii-S, BEi^— ^(24)*cJ:SBtE5fi5fi85bL 

{^(4, ^T^>^7-i/>^^^firi-6 (^7-^/^°S22) 0 B 
mE-th— ^<(24)^^<7^m»J!iWt- J: f9 . /U— ^(20)(4, Jj}c5tl L 
fc«*«(16)©l PTK^tfflK, K«B*«(16)^ 

— -T^^^>> ^H21)s McOVLAN^fc(4 

*MB-*s/ h!7-^(l5)^C0T^-tr^^nT-r5 (*7"s> 
^S23) o BlEi^— ^(24) tcfetg L7"chijIST 

^ ir ^MRW «I^K<5i , T ^ -fe ^^r*4«BBS:W]K 
fSCit-e**. ^tt, /i — ^(20)H, BBE*— ^< 

(24)A^a6bnfeBiiErta^-^*iB*«*ctej»Lr 

(^^^/^S24) , BEK*fcB-t"S*afflS:»T+*« 
[0 0 2 1 ] **«(16)a»b, ^ffii^"^(21), {tlico^ 

50 ix^W«/^y hSr/u-^(20)^3£ttltofc»^lw(i, 
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tiZZfeityx: I PT Ku**SBES*^fc3a»Sa»*WWr ' 
L (^^^^S30) . BE«^T*I4«^*&1£(4, tfi 3 ^ 

h<E>i£{f ^BRjhSttSo /W— ^(20) 

tt, M^yF«IL, igftU BE*-'<(24) 
tcfeiHU. ifcttOHMRA*^* h«r*iSLTBE*-'< 
(24)tCiifcaLTfc 

[0 0 2 2] BER*<0*&K«:. A—* (20) 14, 1»« 
5/ FjWMB*!/ h 17 — ^ (^Srftifei + afc^^if 10 

0) — co^fcom^l^fi, &lm5£<0 I P T KU'X^tS 

UX^it^ (^^^rS33) o ^ffl*^ HP — *(1 
5)— ^^fcD^(-^, ««5c (16) tf> I P 

T Kw^t56jfetftS^lflS-*s/ (15) CD I PT K 

^**isig-r£*#ic, NATiiia^ 3s«5ci p 20 

r Ku-^&r, — $ (20)tf s Wi~<5^o — *<>v I PT F> 

[0023] tv$b*y yy—z (i5)frhmn;<try b£ 

attBtofc»&fc:i4* [16 l^-Ti; /U— *(20) 
14 , H5cr)^^5/>^S34 Tl E1S L tz^m (16) 33 <fc 
^ffl^y h? — ^ (15) CO I PT K^MU KflTtt 
hK**ix<S*»*s/ h V-V (15)cD3§{f^ I P 

t v U Ltciffi^m.ny 0 ? ^ mptk^ 30 

PT KW^Sjioa^ fcjO»o fc*&lC(4 Uf^/7°S4 

1) , SMEW*'**** h 5 *fct4««7cl:i 
igff U I^t577^^ h I PT K^^^o^o 
fc*&jci4, lo^ofc I PT Fuxlcmmmn^try 
h^ILt (^f^7°S42) , ^aU*y h!7 — ^ (15) 

[0 0 2 4] ffl»R«*— (25) (16) <Dtym£ 

Lfc»&U: «0Sr!E«*-'< (25) ^ com^t- 4 
^ [gj7fC^i-£ DHCPt-^(23)il 40 

«(16)asfiJffiLT^fc I PTK^MU A--* (2 
0)14. fit I PT K^WJfflW^iS ct 5«-»^^*t 

(^fy^SSO) , 6f5F^:/(12)t4, teJB*«(16)a**lJ 

oizKfeZtiX (^s^SSl) , «S*«^9J»tMS^ 

[0 0 2 5] SH*«(16)^*3ttSttfP©8lt*L4:ia 
8-H9Jc»oXttWi--5o *"f, «8*«(16)S:ffif«3 
^i?^ K11)JC««LT (x^^^S80) , IPTKU 
^SrWf9arSJ:5*-DHCPll*4r5S«-*"-5 Uv"-* so 



^S81) o Z<Dk$, RDHCPg*lt A'— ?(20)£ 
^ IT D H C P t-/> (23) CIII $n^ 0 DHCPt- 
'<(23)f4, PT K Is* &^—#(20)&lfr LTi£ 

»5lcWc:aHt"*-5r.i:JcJ;f9, «g*«(l6)(-l PTKu 
*ri*#J«9STb;ft,5 (^^^>^S82) o 
[0 0 2 6] BE*— A'*rfi»L"CBEE#SraS 

— 9 (20) LTBE*- ^(24) tdi£fl£;ft<5 0 BE* 

— ^ (24) f 4 . BE'*— £ A— * (20) ^LT 
(l6){^aS«-*-Sr irldJ: "9 x «*«(i6)^Bffi^BE-< 

iH*«(16)^e> I D^- K*3j:t^^t7- KSrAAUT 
illfti-S (^^^y°S85) a ZLCDk IllDn-K^ 
4:t>v^r7— Kf4, yu—^ (20)^^LriBiEi^-^(24) 

(C(4, SrJWBE^— ^«r/u- ^ (20) LT^**tciM 
atariiij; «9, ^7"^^S84{^M^o ISfEiCfS^L 
BE*— ^^(24)f4. IWi^^-v?^^ 
-^(20)«r^brSB*«(16)^aifS"rsr irfcj: 9, MS 
^(lej^MSI-BE^^^-^^^^tL-C (^r- 
y^S86) , Kll)*>feO-*y h!7 — ^ 

^■r A(10)<D?iJffi^^^$n§ (^X5/^S87) o 
[0027] -tur, spJffl^W^aSrttfWa^-fe^h 

(ll)35»e>eiWLT (^X5/^S88) , 

xju(io)cofijffi^^T-r6 0 rco^#, -^irr^m*-^ 

(25) (4, BE«DBr**WL (^^>>^S89) , ^OIHT^ia* 
— ^(25)^^Ojt^lC<t «9 , DHCP*— ^^(23) (4, If 
»i(16)WIP7Kl/^^»M5 (^^>>^S9 

0) o 

[0 0 2 8] t^oT, *HlIi^^F!7-^^f 
A (10) 14, v L ANflM^IS^^i^^^ 
j/^s r 3pjfflur, B2l^tJ:5l:, #«*«(16) 

75^ RNa^cfll (16) /V— ^ (20) ^b^^VLAN ^/U- 

7 p (40)i^a-rs«t 5i-KS$ttSo «6ot, *^M7 

— ^ v-^7"^(10)±(D^^(16)(16)<!f 5 b«4, B'J>5r CO 
V L A N JfjV— -f (40) (40) t^Bff K-f" S r left & frb > 
0CdN^W(16) (16)ffl<£>i?*^ y 7V^P^]J:f6o 

[0 0 2 9] ftS«*«(16)a»fc, bS«S*«(16) 

FJfMi-^V LAN(40)©Mi:^5/ h*aS«"f5»^ 
tC|4, ^(20)^r^LTtTt?tL^ o ?^oT, 

^(20)t5n BE*— ^(24)<OBE«^«t f9B»rSnfcI P 

VLAN(40)^ffltcai«i-S J: 5*cK^*tLS 

E*rSttSiK*tt^i:SA»6>, *y hy-^_bcoir^f 

[0 0 3 0] /t~^(20)^, fi»*HI(16)^*5ttS 

I PT KU^^MACT KU^(?)i^Hetl, 

P t l^^y(l2)^±feMACy'^/^^ y y^^tt^ 
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Zfrbs *5»*«(16)lC»l!9 3Tbftfc I PT 

SrBSJtT-#£ 0 >^-*(20)l*. NATii^Wt 

S* a 6>, *MM*</ HP — *(15)±a»&*±* ^d^/H 
P T Ki^^S:*-f S/u-^(20)O^.#fS-C#. «B*«(1 
6)&iMS#J!B-C**v\, Sot, h7-^(i5) 
*»fc«*«(16)^©a»S:KJJ:'C#-5. DHCP 
'<(23)tt, DHCPM^trll^ttl PT 
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